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* Julie E.Cohen; Examined Lives: I nformational Privacy and the Subject as Object.
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Y- See Kreimer, supra note 9, at 91-92, 99-102.
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1- See, e.g., Schwartz, supra note 84, at 25-31 (contesting the accuracy of conclusions
drawn from genetic testing, but on the more limited grounds that current genetic
knowledge is in- complete and that data processors will use data irrationally).

2- See Richard A. Posner, The Right of Privacy, 12 GA. L. REV. 393 (1978);
George J. Sti- gler, An Introduction to Privacy in Economics and Politics, % J.
LEGAL STUD. 623 (1980).
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1- See Posner, supra note 112, at 404.

2- See id. at 399.

3- See BORGMANN, supra note 2, at 34-37.

4- See Richard S. Murphy, Property Rights in Personal Information: An Economic
Defense of Privacy, 84 GEO. L.J. 2381, 2416 (1996) (arguing that the utility derived
from privacy is a sub- stantial economic benefit).
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1- See Schwartz, supra note 84, at 25, 36.

2- See, e.g., Amos Tversky & Daniel Kahneman, Judgment Under Uncertainty:
Heuristics and Biases, YA® SCI. 1124, 1124 (1974) (showing that people rely on a
limited number of heuristic principles to reduce the complex task of assessing
probabilities and predicting values to simple judgmental operations, and that this
sometimes leads to severe and systematic errors); see also Schwartz, supra note A¢, at
25-31.
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1- See ALBERT BORGMANN, HOLDING ONTO REALITY: THE NATURE OF
INFORMATION AT THE TURN OF THE MILLENNIUM (1999); BRUNO
LATOUR, WE HAVE NEVER BEEN MODERN (Cath- erine Porter trans., 1993);
FRANK WEBSTER, THEORIES OF THE INFORMATION SOCIETY (1995); cf
THOMAS S. KUHN, THE STRUCTURE OF SCIENTIFIC REVOLUTIONS (Yd ed.
1970) (arguing that our perceptions of scientific "facts" are shaped by the paradigms
that we employ to make sense of them).

2- See BORGMANN, supra note 119; JACQUES ELLUL, THE TECHNOLOGICAL
SOCIETY (John Wilkinson trans., 1964); KUHN, supra note119; DONALD
MACKENZIE, KNOWING MA- CHINES: ESSAYS ON TECHNOLOGICAL
CHANGE (1997); LANGDON WINNER, AUTONOMOUS TECH- NOLOGY:
TECHNICS-OUT-OF-CONTROL AS A THEME IN POLITICAL THOUGHT
(1977); see also LAKOFF & JOHNSON, supra note 16.

3- See BORGMANN, supra note 119; ELLUL, supra note 120; GANDY, supra note
91, at 15- 52; MACKENZIE, supra note 120; WINNER, supra note 120.
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1- See GANDY, supra note 91, at 53-94. Paul Schwarz's discussion of "genetic
determin- ism" in the use of personal health care information approaches this
conclusion. See Schwartz, su- pra note 84, at 26-29.

2- This parallels the preference for the relatively bounded, deterministic language of
prop- erty rights over the relatively fuzzy, open-ended language of "dignity rights."
See notes 10-16 su- pra and accompanying text. But sse BORGMANN, supra note 2,
at 20-47 (arguing that the perceived need to control and predict is culturally
determined).
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1- This conclusion aligns with the observation that postmodern information theory is
en- tirely compatible with the late-stage informational capitalism that it purports to
criticize. See WEBSTER, supra note 119, at 190-91 (discussing theories by Fredric
Jameson, David Harvey, and Daniel Bell that interpret post-modernism as a product
of capitalism).

2- It is worth noting, too, that although the corpus of personally-identified
information now residing in corporate and government databanks may mean less than
we would like to believe, some information is still true, and the collection of some
truthful information is still important. Individu- als, both as consumers and citizens,
have an interest in the accurate collection of some data about themselves and others.
As Part VI.B discusses, a wise data privacy policy should attempt to iden- tify the
circumstances in which that interest should outweigh others. See notes 207-221 infra
and accompanying text.

3- See BORGMANN, supra note 119; ELLUL, supra note 120; MACKENZIE, supra
note 120.
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1- See, e.g., MICHEL FOUCAULT, DISCIPLINE AND PUNISH: THE BIRTH OF
THE PRISON (Alan Sheridan ed. & trans., 1977); MICHEL FOUCAULT,
POWER/KNOWLEDGE (Colin Gordon ed. & trans., 1980). Historians of technology
dispute whether Marx understood technology simply as anobject of the struggle to
control production, or as a critical constituent of production relations. See
MACKENZIE, supra note 120, at 36-47 (describing the debate and taking the latter
view). The postmodernists, in turn, have been criticized for devoting insufficient
attention to the relationships between information, technology, and economic power.
See WEBSTER, supra note 119, at 190-91.

2- Cf Victoria Bellotti, Design for Privacy in Multimedia Computing and
Communications Environments, in TECHNOLOGY AND PRIVACY: THE NEW
LANDSCAPE, supra note 51, at 63 (argu- ing that the design of information systems
should take into account the values of those whose ac- tions the system records).

3- See, e.g., The Direct Marketing Association, DMA Interactive <http://www.the-
dma. org/>; Teleconnect, Inc., Teleconnect <http://www.teleconnect.com/>. For a
more theoretical dis- cussion of profiling, see Hal R. Varian, Economic Aspects of
Personal Privacy (December 6, 1996) <http://www.sims.berkeley.edu/-hal/ Papers/
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privacy /> (explaining economic rationale for profiling).

1- See Kirsten M. Lagatree, Where You Live Gives Marketers Clues to Buying
Habits, L.A. TIMES, Dec. 15, 1996, at K3 (describing examples of targeted
advertising); cf Dinh, supra note 50, at 2130 (arguing that advertising seeks to create
relative preferences, and that these preferences are socially inefficient).

2- See generally Tversky & Kahneman, supra note 118; Amos Tversy & Daniel
Kahneman, Rational Choice and the Framing of Decisions, 59 J. BUS. S251 (1986)
(describing common rules of framing and their effects on choice).

3- Prohibitions on racial profiling represent an implicit societal decision that not
every use of'rational"/statistical knowledge should be permitted. See text
accompanying note VA infra.

4- See GANDY, supra note 91, at 80-87.
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1- See, e.g., SINGLETON, supra note °); Eugene Volokh, Freedom of Speech and
Informa- tion Privacy: The Troubling Implications of a Right to Stop People from
Speaking About You, ©Y STAN. L. REV. 1049 (2000).

2- First Amendment protection for commercial speech is a relatively recent
development. See Central Hudson Gas & Elec. Corp. v. Public Serv. Comm'n of N.Y.,
447 U.S. 557, 561-63 (1980); Virginia State Bd. of Pharmacy v. Virginia Citizens
Consumer Council, Inc., 425 U.S. 748, 758-70 (1976). Previously, the Court had
held that commercial advertising was not entitled to FirstAmendment protection at all.
See Valentine v. Chrestensen, 316 U.S. 52, 54 (1942) ("[T]he Con- stitution imposes
no ... restraint on government as respects purely commercial advertising.").

w g BBy pt
Vo 3y g o ek = .JIU/)J

—
>



9795

A

(.39 Canid) O .30 90 Ol 336 @ 31 3 Ml pam gumd o savioaah S S

e
= <

M};\;}&)}T;;du\g‘;ppf_ﬁy,\iugﬁu}owuﬁﬁ
Ols Olge U (6 San s 5 ob 4 (g3l Oluan §o 53 (63 8 b s (slaosls
Gla e 40 48 LaolS sl 51 (oS sliw 5 Sl 0ld (gnails (gLl
1 LS Gmon Lids cilos 157 s 5 0313 g gt s o D i Ul (gDl
‘.,u\u;
laosls A5l o slac e g0yl s Lg)ifojlé Sodos Coad é‘) 3
S (s A § A5, |y (5l Ol s05b55 S 058 oMo (55l
Sl m OB L s gaddle 555w o (ol Ol s05L5 5 &9 M8 046
S o T OT S5 531 Ko LU lacbusl o,bys 385 Sledbl ol s
50 ol W8 (gl Sl Wil 5 o Ve 5 540 pl S Culem (5 e S
o313 oo past oy 3 Cala Ofs b 4 1A Sy ekias oy 8
Slaosls 035 385 ol 1y esls 01,8 5515 5 ¢ ab 056 &S aiS o 51 el
(s 033 553 31 515 sl LT (1 55 Ll il g I e (63,3 (2 52
pdins oy g o iSTol o8 Db o 55,05 058 4 OT - 05550 .o

1- See U.S. West, Inc. v. FCC, 182 F.3d 1224, 1232-33 (10th Cir. 1999); United
Reporting Publ'g Corp. v. California Highway Patrol, 146 F.3d 1133, 1136-37 (%th Cir.
1998), rev'd sub nom. Los Angeles Police Dep't v. United Reporting Publ'g Corp., V¥
S. Ct. 483 (1999).

2- See Central Hudson, 447 U.S. at 563-64; Virginia State Bd. of Pharmacy, 425
U.S. at 771 & n.Y¢, At least four current Justices would classify as "commercial
speech" only speech that proposes a commercial transaction, and would apply
intermediate scrutiny only where regulation of such speech is designed to prevent
fraud or deception. See 44 Liquormart, Inc. v. Rhode Island, 517 U.S. 484, 509-14
(1996) (plurality); id. at 518 (Thomas, J., concurring); see also Alex Kozinski & Stuart
Banner, The Anti-History and Pre-History of Commercial Speech, 71 TEX. L. REV.
747 (1993) (discussing the early history of advertising and arguing that the early cases
do not support the notion of a general distinction between "commercial" and
"noncommercial" speech); Alex Kozinski & Stuart Banner, Who's Afraid of
Commercial Speech?, 76 VA. L. REV. 627 (1990) (ar- guing that a general distinction
between commercial and noncommercial speech in untenable);; Martin H. Redish,
First Amendment Theory and the Demise of the Commercial Speech Distinction: The
Case of the Smoking Controversy, 24 N. KY. L. REV. 553 (1997) (same); Martin H.
Redish, The First Amendment in the Marketplace: Commercial Speech and the
Values of Free Expression, 39 GEO. WASH. L. REV. 429 (1971) (same).
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1- See Central Hudson, 447 U.S. at 562-63; Virginia Bd. of Pharmacy, 425 U.S. at
761-62, 771-72.

2- Data privacy opponents argue that transactions in personally-identified data are
analo- gous to reporting by the press, and therefore should receive the highest First
Amendment protec- tion. See SINGLETON, supra note 51, at 7. I shall argue,
however, that the fact that the data is the actual subject matter of the transaction
argues for quite a different First Amendment standard of review. See text
accompanying notes 161-164 infra; see also text accompanying notes 207-214 infra
(discussing, and rejecting, the "journalism" objection to data privacy regulation).

3- 447 U.S. 557 (1980).

4- See id. at 564.

5- See United States v. O'Brien, 391 U.S. 367, 376-77 (1968) (noting that incidental
limita- tions on First Amendment freedoms are permissible if they further a
substantial government interest unrelated to the suppression of free expression and if
the limitation is no greater "than is essential to the furtherance of that interest").

6- See Burson v. Freeman, 504 U.S. 191, 198 (1992) (plurality); Boos v. Barry, 485
U.S. 312, 321 (1988); Perry Educ. Ass'n v. Perry Local Educators' Ass'n, 460 U.S. 37,
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45 (1983).

1- See Abrams v. United States, 250 U.S. 616, 630 (1919) (Holmes, J., dissenting);
Kath- leen M. Sullivan, Free Speech and Unfree Markets, 42 UCLA L. REV. 949,
963-64 (1995); Kath- leen M. Sullivan, Discrimination, Distribution and Free Speech,
37 ARIZ. L. REV. 439, 445-46 (1995).

2- 182 F.3d 1224, 1238 (10th Cir. 1999).

3- See id. at 1238-39; id. at 1246-47 (Briscoe, J., dissenting).
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1- Peter B. Edelman, Free Press v. Privacy: Haunted by the Ghost of Justice Black, 1A
TEX. L. REV. 1195, 1223 (1990).

2- I have signed an amicus brief urging en banc reconsideration on this and other
grounds.

3- See U.S. West, 182 F.3d at 1234-35 & n.7 (quoting FRED H. CATE, PRIVACY
IN THE INFORMATION AGE 28 (1997)).
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1- 146 F.3d 1133 (9th Cir. 1998), rev'd sub nom. Los Angeles Police Dep't v. United
Re- porting Publ'g Corp., 120 S. Ct. 483 (1999).

2- Id. at 1135 (quoting a 1996 amendment to CAL. GOV. CODE ? 6254(f) (West
1995)).

3- See id. at 1138-40.

4- Id. at 1139 (citing Bolger v. Youngs Drug Products Corp., 463 U.S. 60, 73 (1983)).
At oral argument in the Supreme Court, counsel for United Reporting characterized
the statute's differ- ential treatment of commercial and journalistic uses as content-
based discrimination. See Appel- lee's Oral Argument at 32-34, Los Angeles Police
Dep't v. United Reporting Publ'g Corp., 120 S. Ct. 483 (1999) (No. 98-678)
(available in 1999 WL 970765) . Although he did not argue that this should trigger
strict scrutiny, one presumes that the statute's express distinction between broadly
"commercial" uses and other uses would be unacceptable to those Justices who urge a
narrower definition of commercial speech. See supra note 137.
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1- United Reporting, 146 F.3d at 1139.

2- The Supreme Court's reversal, on the ground that California was not required to
give out arrestee information in the first place, does not disturb this reasoning with
respect to information that government is required to disclose, nor with respect to
regulation of purely private-sector in- formation transactions. See Los Angeles Police
Dep't v. United Reporting Publ'g Corporate,. 120 S. Ct. 483, 489 (1999). Moreover,
the Court carefully reserved judgment on an as-applied chal- lenge that the Ninth
Circuit had not considered. See id. at 488; id. at 490 (Scalia, J., concurring); see also
id. at 491-93 (Stevens, J., dissenting).
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1- Cf Dan L Burk, Patenting Speech, 79 TEX. L. REV. (forthcoming 2000)
(discussing the dual nature of software as information and as an artifact embodying
functionality). Robert Post argues that the "communication" trigger for First
Amendment scrutiny is itself an empty formalism. See Robert Post, Recuperating
First Amendment Doctrine, ¢Y STAN. L. REV. 1249, 1251-60 (1995).

2- See C. EDWIN BAKER, ADVERTISING AND A DEMOCRATIC PRESS
(1994); C. Edwin Baker, Giving the Audience What It Wants, 58 OHIO ST. L.J. 311
(1997); Ashutosh Bhagwat, Of Markets and Media: The First Amendment, the New
Mass Media, and the Political Components of Culture, 74 N.C. L. REV. 141 (1995).
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1- See C. EDWIN BAKER, HUMAN LIBERTY AND FREEDOM OF SPEECH 194-
224 (1989); Randall P. Bezanson, Institutional Speech, 80 IOWA L. REV. 735, Y¥e-
Y1 (1995) (arguing that speech without an identifiable individual author is ineligible
for First Amendment protection).

2- See Daniel Halberstam, Commercial Speech, Professional Speech, and the
Constitutional Status of Social Institutions, 147 U. PA. L. REV. 771 (1999)
(advocating a unified treatment of commercial and professional speech); cf Post,
supra note 156 (arguing that First Amendment doc- trine should consider the functions
of speech within social institutions); Frederick Schauer, Princi- ples, Institutions, and
the First Amendment, 112 HARV. L. REV. 84 (1998) (same).

3- The terminology is Neil Netanel's. See Neil Weinstock Netanel, Copyright and a
Demo- cratic Civil Society, 106 YALE L.J. 283, 288 (1997). Netanel argues that
copyright law, properly understood, serves both to reinforce social institutions that
prevent the entrenchment and abuse of power and to foster reasoned deliberation
about public affairs. He concludes that limiting the scope of the rights accorded
individual authors best promotes these goals. See id. at 364-85.
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1- One need not even agree with Baker that the First Amendment exists primarily to
pro- mote individual self-determination. See OWEN M. FISS, LIBERALISM
DIVIDED: FREEDOM OF SPEECH AND THE MANY USES OF STATE POWER
© (1996) (arguing that "the role of the First Amendment is to preserve the fullness and
openness of public debate"); CASS R. SUNSTEIN, DEMOCRACY AND THE
PROBLEM OF FREE SPEECH (1993) (arguing that the First Amendment should be
interpreted with the interest in democratic self-governance in mind). Informational
pri- vacy promotes collective self-determination as well. See text accompanying notes
188-206 infra.

2- See Spencer A. Overton, Mistaken Identity: Unveiling the Property Characteristics
of Political Money, 53 VAND. L. REV. (forthcoming 2000).
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1- See JAMES BOYLE, SHAMANS, SOFTWARE, AND SPLEENS: LAW AND
THE CONSTRUC- TION OF THE INFORMATION SOCIETY (1996); Yochai
Benkler, Free as the Air to Common Use: First Amendment Constraints on Enclosure
of the Public Domain, V¢ N.Y.U. L. REV. 354 (1999); Diane Leenheer Zimmerman,
Information as Speech, Information as Goods: Some Thoughts on Marketplaces and
the Bill of Rights, 33 WM. & MARY L. REV. 665 (1992).

2- Much current scholarship focuses on the use of "property" formalism to override
speech concerns. As I discuss, personally-identified data raises the opposite problem.
See text accompa- nying notes 170-176 infra.
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1- See Frederick Schauer, The Aim and the Target in Free Speech Methodology, 83
Nw. U. L. REV. 562, 562-63 (1989); see also BOYLE, supra note 163, at 81-96. But
see Burt Neubome, The First Amendment and Government Regulation of Capital
Markets, 55 BROOK. L. REV. 5 (1989); Nicholas Wolfson, The First Amendment
and the SEC, 20 CONN. L. REV. 265 (1988); Aleta G. Estreicher, Securities
Regulation and the First Amendment, 24 GA. L. REV. 223 (1990).

2-See Yo U.S.C. 7?2 W)V ¢, VYo (V44¢) (trademark); VY U.S.C. ? V1 (V34¢ & Supp.
IV 1998) (copyright); 18 U.S.C. ?? 1831-1832 (Supp. IV 1998) (trade secret); 35
U.S.C. 7271 (1994 & Supp. IV 1997) (patent).

3- See Post, supra note 156, at 1265-70; Schauer, supra note 165, at 567 ("Thus, if we
look beyond the class of cases that have '[Flirst [A]mendment' written all over them,
we see everywhere both the inevitability and constitutionality of government
regulation inspired precisely by the com- municative impact of the regulated
conduct."); cf Clay Calvert, Free Speech and Content- Neutrality: Inconsistent
Applications of an Increasingly Malleable Doctrine, 29 MCGEORGE L. REV. 69
(1997) (noting incoherence of the distinction even within "core" First Amendment
cases).
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1- See, e.g., 18 U.S.C. 7?1030, 2701 (1994).

2- Cf. Post, supra note 156, at 1252 (considering First Amendment implications of
laws criminalizing conduct that communicates); Schauer, supra note 165, at 566-67
(same).

3- See text accompanying notes 138-139 supra.

4- Cf: Federal Election Commn v. Legi-Tech, Inc., 967 F. Supp. 523, 530-31
(D.D.C. 1997) (sustaining a Federal Election Commission order barring commercial
resale of political con- tribution information). But see Federal Election Commision v.
Political Contributions Data, Inc., 943 F.Yd 190, 196-98 (2d Cir. 1991) (construing
"commercial use" prohibition narrowly).
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1- See United States v. O'Brien, 391 U.S. 367 (1968) (articulating the intermediate
scrutiny standard that applies to indirect burdens on speech).

2- Cf Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539, 555-60
(1985) (holding that copyright doctrines such as the fair use doctrine and the idea-
expression distinction accommodate First Amendment concerns); New Kids on the
Block v. News Am. Publ'g, Inc., 971 F.2d 302, 307 (9th Cir. 1992) (defining class of
"non-trademark use[s] of a mark" that safeguards First Amendment concerns). There
is currently considerable dispute as to the precise location of structural First
Amendment safeguards within existing copyright and trademark doctrine. See, e.g.,
Memorandum in Support of Plaintiffs Motion for Judgment on the Pleadings at ¥)-°¥,
Eldred v. Reno, No. CA99-0065JLG, 31-52 (D.D.C. Oct. 28, 1999)
<http://cyber.law.harvard.edu/ eldredvreno/sj memo.pdf>; Benkler, supra note 163;
Julie E. Cohen, Copyright and the Jurispru- dence of Self-Help, 13 BERKELEY
TECH. L.J. 1089, 1133-34 (1998) [hereinafter Cohen, Self-Help]; Julie E. Cohen, A
Right to Read Anonymously: A Closer Look at "Copyright Management" in Cy-
berspace, 28 CONN. L. REV. 981 (1996) [hereinafter Cohen, Right to Read
Anonymously]; Rochelle Cooper Dreyfuss, Expressive Genericity: Trademarks as
Language in the Pepsi Generation, 65 NOTRE DAME L. REV. 397 (1990); Mark A.
Lemley & Eugene Volokh, Freedom of Speech and Injunctions in Intellectual
Property Cases, 48 DUKE L.J. 147 (1998); Netanel, supra note 160; Malla Pollack,
The Right to Know?: Delimiting Database Protection at the Juncture of the Com-
merce Clause, the Intellectual Property Clause, and the First Amendment, 17
CARDOZO ARTS & ENT. L.J. 47 (1999); Zimmerman, supra note 163; see also
Burk, supra note 156 (predicting similar dispute within patent law as a consequence of
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Ninth Circuit decision that computer software in object code form qualifies as
protected speech). Almost nobody, however, argues that First Amendment principles
require heightened scrutiny as to every aspect of every copyright or trade- mark
dispute. But see Lemley & Volokh, supra, at 183-86 (arguing that because copyright
protec- tion is content-based, First Amendment doctrine about prior restraints should
govern in disputes about injunctive relief); Eugene Volokh & Brett McDonnell,
Freedom of Speech and Independent Judgment Review in Copyright Cases, ‘*V
YALE L.J. 2431 (1998) (arguing that the First Amend- ment requires de novo review
of infringement judgments).

1- See generally GANDY, supra note 91, at 53-94 (characterizing the goal of the data
proc- essing industry as seamless panoptic categorization and sorting of individuals);
Froomkin, supra note 3, at 482-91 (describing the practice of'data mining" based on
interlinked digital databases

2- Halberstam, supra note 159, at 831-33.
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1- Cf. Cohen, Right to Read Anonymously, supra note 173, at 994-1003 (taking a
skeptical view of the argument that disputes about Internet governance can be
resolved using the same infor- mal, norm-based mechanisms that are so effective in
small, homogeneous communities); Mark A. Lemley, The Law and Economics of
Internet Norms, 73 CHL.-KENT L. REV. 1257 (1998) (same).

2- Cf. Overton, supra note 162 (arguing that a campaign finance jurisprudence that
equates money with speech disserves First Amendment values).
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1- See, e.g., 42 U.S.C. ? 2000e-2 (1994) (employment); id. ?? 3601-3604 (1994)
(housing).
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1- Compare Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569 (1994) (holding
copyright claims limited in some circumstances by First Amendment concerns),
Marsh v. Alabama, 326 U.S. 501 (1946) (same for real property rights), and New
Kids on the Block v. News Am. Publ'g, Inc., 971 F.2d 302 (9th Cir. 1992) (same for
trademark rights), with Frisby v. Schultz, 487 U.S. 474(1988) (holding First
Amendment claims limited by residential real property rights), San Francisco Arts &
Athletics, Inc. v. United States Olympic Comm., 483 U.S. 522 (1987) (same for sui
generis statutory right to control uses of "Olympic"), Harper & Row, Publishers, Inc.
v. Nation Enters., £Y) U.S. 539 (1985) (same for copyright), and Hudgens v. NLRB,
424 U.S. 507 (1976) (same for com- mercial real property rights). Frisby is
particularly suggestive, for there the Court invoked person- hood-related interests in
the privacy of the home to support speech restrictions. See Frisby, ¢AY U.S. at £A£,

2- See, e.g., Cohen v. Cowles Media Co., 501 U.S. 663 (1991) (media source
confidential- ity agreement); Snepp v. United States, 444 U.S. 507 (1980)
(nondisclosure agreement imposed pursuant to contract and fiduciary duty);
RESTATEMENT (THIRD) OF UNFAIR COMPETITION ? £) cmt. d (1995)
(discussing trade secrecy confidentiality agreements); see also Kang, supra note 'V, at
1267-84 (proposing contract-based data privacy statute).

3- See Volokh, supra note 134 (acknowledging this point).

4- On the tension between speech rights and property rights, see Mark Cordes,
Property and the First Amendment, ¥) U. RICH. L. REV. ) (1997); and the sources
cited in note 173 supra. On the tension between speech rights and contract rights, see
Alan E. Garfield, Promises of Silence. Contract Law and Freedom of Speech, AY
CORNELL L. REV. 261 (1998); see also Cohen, Self-Help, supra note 173; Niva
Elkin-Koren, Copyrights in Cyberspace-Rights Without Laws?, 73 CHIL.- KENT L.
REV. 1155 (1998); William W. Fisher III, Property and Contract on the Internet, 73
CHI.- KENT L. REV. 1203 (1998).
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1- For the converse argument (and thus a more consistent speech absolutism), see
Lemley & Volokh, supra note 173, at 197-98 & n.230.

2- Cf John O. McGinnis, The Once and Future Property-Based Vision of the First
Amend- ment, 63 U. CHI. L. REV. 49, 70 (1996) (arguing that the First Amendment
was intended to protect "natural property rights" in speech).
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1- See Harper & Row, 471 U.S. at 555-60.

2- See id.

3- See, e.g., Bell, supra note 41; Trotter Hardy, Property (and Copyright) in
Cyberspace, 1996 U. CHI. LEGAL F. 217; Merges, supra note 54; Nimmer, supra note
40; Maureen A. O'Rourke, Copyright Preemption After the ProCD Case: A Market-
Based Approach, 12 BERKELEY TECH. L.J. 53 (1997). See generally Cohen, supra
note 44, at 481-90, 517-38 (analyzing this argu- ment and rejecting it as a matter of
economic theory); Cohen, Self-Help, supra note 173, at 1128-37 (analyzing this
argument and rejecting it as a matter of copyright law and policy).
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1- See IMMANUEL KANT, THE METAPHYSICS OF MORALS 73-74, 231-32
(Mary Gregor ed. & trans., Cambridge Univ. Press 1996) (1797); JOHN RAWLS, A
THEORY OF JUSTICE (rev. ed. 1999).

2- See European Data Protection Directive, supra note 4, at art. Y()).
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1- This insight appears, in more limited form, in the literature on organizational
theory and psychology. This literature recognizes that autonomy is an important factor
in workplace produc- tivity, and requires investment and forethought to develop. See,
e.g., Steve Williams, An Organiza- tional Model of Choice: A Theoretical Analysis
Differentiating Choice, Personal Control, and Self- Determination, 124 GENETIC
SOC. & GEN. PSYCH. MONOGRAPHS 465 (1998) (summarizing re- search).
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1- See Cohen, Right to Read Anonymously, supra note 173, at 1006-14; Kreimer,
supra note 9, at 59-71. See generally Frederick Schauer, Fear, Risk and the First
Amendment. Unravel- ing the "Chilling Effect,” 58 B.U. L. REV. 685 (1978)
(defining and discussing this "chilling" ef- fect); Lee Tien, Who's Afraid of
Anonymous Speech? McIntyre and the Internet, 75 OR. L. REV. 117 (1996)
(defending online anonymity).

2- See Anita L. Allen, Coercing Privacy, 40 WM. & MARY L. REV. 723, 754-55
(1999) ("Privacy is a matter of escaping as well as embracing encumbrances of
identity. Without adequate privacy, there can be no meaningful identities to embrace
or escape, and no opportunities to engage in meaningful reflection, conversation, and
debate about the grounds for embracing, escaping, and modifying particular
identities."); Lawrence O. Gostin, Health Information Privacy, 80 CORNELL L.
REV. 451, 514 (1995) (discussing and developing a conceptual framework for health
information privacy); Kreimer, supra note 9, at 69-70 ("[E]xposure as the author of
an action or statement links that action to our identity; the broader the exposure, the
more indissoluble the link and the harder it is to disavow it.").
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1- See ALAN F. WESTIN, PRIVACY AND FREEDOM 32-42, 57-60 (1967);
Thomas Scanlon, Thomson on Privacy, 4 PHIL. & PUB. AFF. 315, 317 (1975);
Barry Schwartz, The Social Psychology of Privacy, 73 AM. J. SOCIOL. 741, 745-51
(1968).

2- See Helen Nissenbaum, ProtectingP rivacyi n an InformationA ge: TheP roblemo f
Pri-vacy in Public, 17 L. & PHIL. 559 (1998); Robert C. Post, The Social Foundations
of Privacy: Communitya nd Self in the CommonL aw Tort, 77 CAL.L . REV.9 57,
984-85 (1989); Jonathan Schonsheck, Privacy and Discrete "Social Spheres," 7
ETHICS& BEHAV.2 21 (1997).

3- Research in cognitive psychology indicates that lack of privacy makes people both
less inclinedt o experimenta nd less inclinedt o seek help. See StuartA . Karabenick&
JohnR . Knapp, Effects of ComputerP rivacy on Help-Seeking,1 8 J. APPLIEDS
OC.P SYCH. 461 (1988); NEW DIRECTIONSIN HELPING: HELP-SEEKING(J
effrey D. Fisher, Arie Nadler & Bella M. DePaulo eds., 1983);s ee also Kreimer,
supran ote 9, at 52-53 n.1 45. Individualsw ho experimentw ith unpopular views or
behavior also must consider the possibility of physical, economic, or social sanctions.
See Kreimer, supran ote 9, at 39-54; Gostin,s upran ote 192, at 490-91.
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1- See, e.g., RICHARDA. POSNER, OVERCOMINGLAW (1995); STEVENH .
SHIFFRIN, THE FIRSTA MENDMENT, DEMOCRACY, ANDR OMANCE(19
90); DUNCANK ENNEDY, ACRITIQUEOF ADJUDICATION(F IND ES
IECLE) (1997). .

2- See Schwartz, supran ote 93, at 1654-57. Postmoder literaryt heoryh olds thatt o
name a thing or person is prima facie to limit its potentiality. See JUDITHB UTLER,
EXCITABLESP EECH: A POLITICSOF T HEP ERFORMATIVE 2-7(1 997).
This reasoningh as been invokedt o supportl imits on hate speech, on the groundt hat
such speech has "performative"si gnificance. See id. at 2-7. This is not to say thatd
irectm arketinga nd hate speech are the same or even comparable-plainly, they aren
ot-but rathert hatt herea re categorieso f speecht hath ave concretei mpacto n an
individ-ual's developmenta s an autonomouss peaker,a nd thus exist uneasilya t the
boundaryb etweene x-pression and action.
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1- See Kreimer, supran ote 9, at 59-71; Schwartz, supran ote 93, at 1650-54.

2- Cf. Netanel,s upra note 160, at 343 ("A state whose citizenryh as not internalizedth
ese skills and values will rule through fiat and obedience, without any sense, so vital
to our under-standing of democracy, that its laws and social norms originate in the
commitments of a self-governingp olity."). Netanel notes, as well, that self-
governancea Iso occurs outside the formal bounds of "goverment." See

3- See, e.g., SAMUEL BOWLES& RICHARDE DWARDS,U NDERSTANDINGC
APITALISM: COMPETITION, COMMAND, AND CHANGE IN THE U.S.
ECONOMY (1985); JOSEPH A. SCHUMPETER, CAPITALISM, SOCIALISM
AND DEMOCRACY (1942).
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1- See ERVING GOFFMAN, THE PRESENTATION OF SELF IN EVERYDAY
LIFE (1959).

2- See GOFFMAN,su pra note 201, at 8-10, 113-40, 229-33; WESTIN, supra note
193, at 32.

3- See Post, supra note 194, at 984-86.

4- See text accompanyingn otes 119-121 supra (discussingr elationshipb etween
informa-tion technologya nd the constructiono f knowledge).

5- Cf MargaretC hon, Postmodern" Progress™:R econsideringt he Copyrighta nd
Patent Power, 43 DEPAULL . REV.9 7 (1993) (arguingt hat the definitiono f

"progress"is socially con-structeda nd shouldb e shapedb y social valuesa ndh umanp
riorities).
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1- See generally BORGMANN,sup ra note 2 (identifyingp redictiona nd controla s
central, andd eeply flawed,o rganizingp rincipleso f modem( Western)s ociety).

w g BBy pt
Vo 3y g o ek = .JIU/)J

—
=
~o



9795

A

(.39 Canid) O .30 90 Ol 336 @ 31 3 Ml pam gumd o savioaah S S

<

Yvy

lac i jlart o gl lidl 5 (525 (58 slaodls Sl eslinul e G oS
i ol ol LS e g L el 5 ek Syl 5805 5 s
e sl ools o sas o G oS 03,8 7 e |y IVl | S enal
4y by e laesls I Colam (o0 Wil g o0 (65,5 b ea sbaesls l oslanal
03,5 53 2 Sl Al el Wl U s 3 o o yae Bl 5 in!
s s ) Sals 68 8 &8 S o 55 0L S anslr 5 OIS (615T
Jolie 53 G (o 6 oS G S5 il (635 (50 slaeals 0351
.:ébpql)ua:m\éwgyjf}&ﬁf@Qlf.ﬁ}&:)\jtgw
R 448 s e O Sty S G el b a5 (6,58 Sl Jle o 5L
Slas sazma )b,y 51 ol plssl Julie 5 Col) (S G o S5 )
oled Sl BT 51 Waoslizal 555 (ko Lol clas o 33 40 1) adedun G g
Szl 31 3lha Culy oS 056 0T 3 053 3,8 oo cilolis asein o
L;,\Jjjdlﬁ\,uq;,wal.x{@ﬁ“eﬁjug,‘s}@)b;U‘,@,
S i en et a8 S 3 ses ol ¢ Sl Coltal Ol Jul
Lo 5 0T Ll 5 @l Ussh (| b 4l ale il SN oo ot o~
LS
2 ool pmy Cla Dl plas Oy (25T 45715 51 el o
G ol STedl 01038 (s b bl dal g g 4 035 o0 st
4 i I8 8 g ol (e Ol e b i 5 35 sk

1- See SINGLETON, supran ote 51, at 7; Volokh,s upran ote 134.

2- See AMITAIE TZIONI, THEL IMITSO FP RIVACY() 449).

3- See 17 U.S.C. ?? 106, 106A (1994 & Supp. IV 1998).

4- See, e.g., 17 U.S.C. ?? 102(b)( 1994) (excludingf romc opyrightp rotection, ideas,m
eth-ods of operation, and the like); id. ? 107 (fairu se doctrine);id . ? 108 (copyingp
rivilegesf or librar-ies); id. ? 109(a) (first sale doctrine); id. ? 110 (Supp.l V 1998)
(publicp erformancea nd display exemptionsf or nonprofita ctivitiesa nd
organizations); Feist Publications, Inc. v. RuralT el. Serv., Inc., 499 U.S. 340, 349-50
(1991); Cohen, supra note 44, at 543-51, 555-59 (discussing shared public benefitsp
roducedb y copyrightl imitations); Lemley,s upra note 38, at 993-99 (same);J es-sica
Litman,T he Public Domain,3 9 EMORYL. J. 965 (1990) (explainingt he ways in
which a rich publicd omainb olsteredb y copyrightl imitationsp romoteso ngoingc
reativep rogress
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1- See, e.g., Florida Star v. B.J.F., 491 U.S. 524 (1989); Edelman, supra note 147, at
1228- 35; Kang, supra note 13, at 1280 n.348. In theory, at least, this limitation allows
tort liability for invasiono f privacyb asedo n publicationo f privatef acts,o r of a
privatep erson'sn ame or likeness. As Edelman and Kang note, courts take an
extremely broad view of what constitutes a matter of public concern. Yet even so, the
mundanet ransactional detailst hat fill commerciald atabanksa re unlikelyt o qualify.
Althougha torta ctionm ay not currentlyli e for publicationo f such details,s ee
William J. Fenrich,C ommonL aw Protectiono f Individuals'R ights in Personal
Information, 65 FORDHAML . REV. 951, 989-94 (1996), data privacy legislation
may constitutionally bar publica-tion. Cf JosephE Iford,T raffickingin Stolenl
nformation: A"Hierarchyo f Rights"A pproacht o the PrivateF acts Tort, 105 YALEL
J. 727 (1995) (offeringa reconceptualizationde signedt o pre-serve the private facts
tort and extend it to profiling activities).

2- See FloridaS tar,4 91 U.S. at 533. For this reason,t he libertariana rgumentth atd
atap ri-vacy protectionw ill chill casual conversationa bouto thers,s ee Volokh,s upra
note 134, is simply silly.

3- Sector-specificl aws guaranteeingi nformational privacy for video and cable
patrons don't even provide this much, and (as far as I can tell) no one thinks these
laws violate the First Amendment. See 18 U.S.C. ? 2710; 47 U.S.C. ? 551; Kang,
supra note 12, at 1282.
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1- As PartV .B noted,s uch a righta rguablyp laces an indirectb urdeno n directm
arketers' communicationsto consumers. See text accompanyingn otes 172-173 supra.
Even so, however, PartV .A. delineatesv ery substantial governmentin terests,a nd the
restrictioni s appropriatelyta i-lored. See text accompanyingn otes 188-206 supra;s ec
generallyU nited States v. O'Brien,3 91 U.S. 367 (1968) (articulatings tandardf or
FirstA mendmentr eview of laws that indirectlyb urden speech). Strongd atap rivacyp
rotectionw ould not preventd irectm arketersf rom communicating with consumersv ia
directs olicitation,o r fromt ailoringt heirm essagest o the demographicc harac-
teristicso f differentc ustomerp ools; it simplyw ould limit theira bilityt o categorizei
ndividualc on-sumers. See text accompanyingn otes 101-105s upra. Moref
undamentally,th e examplesd iscussed in PartV .B illustratet hatr esortt o O'Briena
nalysism ay not be necessary. We don't, for example, requirea 1l securitiesr
egulationsto pass O'Briens crutinys implyb ecauset herem ight( andu ndoubt-edly
will) be indirecte ffects on someone'ss peech.

2- One notablee xamplei s the census, which is also constitutionally-mandated.Se e
U.S. CONST.ar tl,? 2, cl. 3.

3- But cf Burkert, supran ote 60, at 131-33 (notingt hati n some circumstances groupp
ro-files may be used unfairly). Situationsi n which datam ust remainp ersonally-
identifiableca n be handledw ith appropriate sector-specificr egulation. See, e.g.,
Gostin,s upra note 192 (discussingt he problemo f protecting privacy in personal
health care information).
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1- All of these industriesa re alreadys ubjectt o a degreeo f privacy-relatedre
gulation.S ee, e.g., Graham-Leach-BlileyFi nancialM odernization Act, Pub.L . No.
106-102,T itle V, ?? 501-527, 113 Stat. 1338 (1999) (financial services); Consumer
Credit Protection Act, 15 U.S.C. ?? 1681- 1681t (1994 & Supp.l V 1998) (consumerc
reditr eporting); 20 U.S.C. ?1232(g) (1994 & Supp.l V 1998) (highere ducation);P
rotectiono f HumanS ubjects,4 5 C.F.R. ? 46.101 et seq. (1993) (bio-medical
research);s e also U.S. Dep't of Health& HumanS ervs., Standardsf or Privacyo f Indi-
vidually IdentifiableH ealth Information, ProposedR ule, 64 FED.R EG.5 9,918 (Nov.
3, 1999) (health care information).
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1- Etzionia dvocatess trongp rotectiona gainstp rivate-sector datap rocessinga
ctivities. See ETZIONI, supran ote 208, at 141-82.

2- For a thoroughs ummaryo f the datap rivacyr ulest hatc urrentlyg overnp rivatea
ndp ub-lic sectors within the U.S., see SCHWARTZ &REIDENBERG, supra note Y +.
3- I take no position on the specific uses that Etzioni advocates. See id.

4- See, e.g., United ReportingP ubl'g Corp.v . CaliforniaH ighwayP atrol, 146 F.3d
1133 (9th Cir. 1998), rev'd sub nom. Los Angeles Police Dep't v. UnitedR eportingP
ubl'g Corp., 120 S. Ct. 483 (1999) (nameso f arrestees)( holdingt hatt he statew as not
constitutionallyre quiredt o dis-close this information); FederalE lectionC ommissionv
. PoliticalC ontributions Data,] nc., 943 F.2d 190 (2d Cir. 1991) (nameso f
contributorsto politicalc ampaigns)( holdingt hata statuter equiring disclosuresb ut
restrictingc ommercialu se of informations trucka constitutionallyp ermissibleb al-
ance). I cite these cases solely to illustratet he sorts of datat hata re likely to raise
issues of legiti-mate public concern;l take no positiono n the breadtho f the
disclosuresa uthorizedb y the actual statutesa t issue, or on whethert he First
Amendments hould be interpretedto requiret hat these items be disclosed at all. My
analysiss uggests,m oreover,t hat stricter" commercial use" restric- tions for
government-disclosedin formationw ouldb e entirelyp ermissible, and good policy.
And in some cases, we should concludet hat the First Amendmento r other
constitutional provisionsb ar disclosure. See Cohen,R ightt o ReadA nonymously,su
pran ote 173, at 1003-19 (arguingt hatF irst Amendmentp rotectsa gainst disclosureo f
readingh abits and other speech-relatedp references); Kreimer, supran ote 9, at 62-71.
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1- See EuropeanD ataP rotectionD irective,s upran ote £, at art.A .
2- See text accompanyingn otes 82-88 supra.
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1- See text accompanyingn otes 64-65 supra.
2- See EuropeanD ataP rotectionD irective,s upran ote 4, at arts.6 , 7, 11, 14,



3,8 JLS a1y ok o313 S 3lel Ll g5 gn o8 a5 5 &0 P
Ol s 516595 (8l o)1 Ao sl a1 i 5, .,\slj:@LL.ﬂl
gorime ol s P g =5 82 lS Sl oa Lb glams o
Sladly U ne (65l sladls 4 g5 (655, Sloe DLzl b 0T Lol yon
e (ol a3 5k 3 gomn (S o (65515 8 1y sl Izl 3 &S e b
IS a5 65 5 s ea slmesls I e S (0,5b 53 (soslizal o5l )3 b o
DLt 5l (5 5 505Lp5 Jil Ul 55 n n S 8T (55 pl s o
3340l SVl ol a8 T sad Caws s doe ol AST fuasss |y 51 520 (63 3
b 03,18 ST 2al ay o a3 a5 45 6 Olie 4 2o S sl pled Ol
b e Rl oLl CiS 510k b 55 a8 el ol s e
48 Slreslizal glpl gt (dd i p g 25w (O) Cud 3 oS 65 Olen
Sl St Sl 03,87 Dy 30 (3,3 22 (Slaosls S ke Sl 03 Yoo
S Sl Laoslial () Cmmal i L s e 53 5LS ol (e
3 98 slaesls 3leslips geslinl & Syl (ke sb & ol sl e
3 rmp slaeslinal 55 50y 0L (adede Glaj 0533 ) dns il T Ul L
Culid) psghte 3 ey D)o Ao 010515 e L L jaseia Sl o) 50
Ol 33 (03 0y g jedics 8 g Jdon dSled 5 59l il (gl yls
2,5 adle (ol oS
Sl s e Jst 6,505 4 1y Li,ET Culy oS G 457 (Slodkins 55 4 e
b by o e ) e a3 gn s gy 5 o ooe Sk 1 O
35 ol b sl s i Sl 31 g 50 oS Sl late b SV L)

1-. Manyc ommentators have notedt hat" legitimateb usinessp urpose"e xceptionsi
ntroduce vague andp otentiallyr uinousl oopholesi nto datap rivacyl aw. See SWIRE&
LITAN, supra note 13, at 34-35; Kang,s upran ote 13, at 1271;J oel R. Reidenberg,
SettingS tandardsfo r Fair Information Practice in the U.S. Private Sector, A+ IOWAL
. REV.4 97, 519 (1996). JerryK ang's proposalt o allow routineu se only to the
extent" functionallyn ecessary"t o the operationo f the datap rocessor's businessi s a
significanti mprovement. See Kang,s upran ote 13, at 1271-72.

2- See text accompanyingn otes 87-88 supra.

3-See 'Y U.S.C. ? 203 (1994 & Supp. IV 1998)
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1- See H.R. REP. NO. 94-1476, at 124 (1976); 3 MELVILLEB . NIMMER&
DAVIDN IMMER, NIMMERO NC OPYRIGHT 79.02 (1999).

2- See European Data Protection Directive, supra note &, at arts. 6, 7.

3- 17 U.S.C. ? 109(a) (1994). But see 17 U.S.C. ? 1201 (1994 & Supp. 1998)
(prohibiting tampering with technological measures designed to limit access to a
copyrighted work).

4- See H.R. REP. NO. 94-1476, 124 (1976); Bobbs-Merrill Co. v. Straus, 210 U.S.
339 (1908); 2 MELVILLEB . NIMMER& DAVIDN IMMER, NIMMERO NC
OPYRIGHT ?78.12 (1999).
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1- See text accompanying notes 188-206 supra.

2- See Lawrence Lessig, The Law of the Horse: What Cyberlaw Might Teach, 113
HARYV. L. REV. 501, 529-31 (1999).

3- See Allen, supra note 192, at 739-40.

4- am indebtedt o Joel Reidenbergfo r remindingm e of this point.

5- See EuropeanD ata ProtectionD irective,s upra note 4, at Arts. 10-21; GuidelinesG
ov-erning the Protection of Privacy and Transborder Flows of Personal Data, OECD

Doc. C(80)°A (Final) (1980).
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1- See text accompanyingn otes 126-133s upra.
2- EuropeanD ataP rotectionD irective,s upran ote &, at art. 15() (emphasisa dded).
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1- See, e.g, DAVIDB RIN,T HET RANSPARENTSO CIETY: WILLT
ECHNOLOGYFO RCEU S TO CHOOSEB ETWEENP RIVACYA ND
FREEDOM?( 43A); Polly Sprenger, Sun on Privacy: "Get Over It," WIRED NEWS,
Jan. 26, 1999  <http://www.wired.com/news/politics/+ <) YAY<\VoYAc+ « htm]>
(quoting Scott McNealy, the CEO of Sun Microsystems).
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1- See, e.g., Bellotti,s upra note 128; Burkert, supra note 60; Tessa Lau, Oren Etzioni
& Daniel S. Welch,P rivacyl nterfacesfo r InformationM anagement, COMM. ACM,
Oct. 1999, at 89.

2- See, e.g., Agre,s upran ote 60; Burkert, supran ote 60; MichaelK . Reiter& Aviel
D. Ru-bin, AnonymousW eb Transactionsw ith Crowds,C OMM. ACM, Feb. 1999, at
32; David Gold-schlag, Michael Reed & Paul Syverson, Onion Routing for
Anonymous and Private Internet Connections, COMM. ACM, Feb. 1999, at 39;
EranG abber,P hillipB . Gibbons,D avid M. Kristol, Yossi Matias& Alain Mayor,C
onsistent,Y etA nonymous, WebA ccess withL PWA,C OMM. ACM, Feb. 1999, at 42
(1999); Robin Lloyd, Total Digital Privacy May Be on the Horizon, CNN
INTERACTIVE,Aug . YA, 1999
<http://www.cnn.com/TECH/computing/1998/18/freedom/>. SeegenerallyP hilipE .
Agre, TheA rchitectureo f Identity:E mbeddingP rivacyi n Marketl nstitutions, 2INFO.
COMM. &SOC'Y) (1999) (arguingt hatp rivacyp racticesa nd marketi nstitutionsa re
mutu-ally constituting).
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1- Whether law should play a more direct role in fostering the design of privacy-
enhancing technologies, and if so how, are questions beyond the scope of this article.
For a discussion of such questions,s ee generallyL ESSIG,su pra note 36 (discussingh
ow technology,l aw, and policy shape each other);] oel R. Reidenberg, Lex
Informatica:T he Formulationo f InformationP olicy Rules ThroughT echnology, 76

TEX.L.REV.5 53 (1998) (same).
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